CAKU - VPN ile Erisim

1. https://vpnkutuphane.karatekin.edu.tr:10443/

baglantisina gidin.
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2. Karsiniza gelen sayfaya Universitemizin size tahsis
ettigi e-posta adresinizin bilgilerini girin ve login
butonuna tiklayin. Parolanizi bilmiyorsaniz
https://parola.karatekin.edu.tr adresinden

sifirlayabilirsiniz.
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— Agentless VPN Portal Karsiniza gelen sayfaya kurum
(e e-posta hesabiniz ile giris yapin.
E-posta hesabi ile E-kampus
hacialiatar@karatekin.edu.tr hesabi blrb”:mqen farklidur.
Parolanizi bilmiyorsaniz
[ ) "parola.karatekin.edu.tr"

adresinden sifirlayabilirsiniz.
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3. Acilan ekranda Download FortiClient / Windows
secenegini secin ve indirin.
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4. Indirilen dosyayi ¢alistirin ve kurulumu baslatin.

FortiClient Installer I,\}
Statuz
Downloading image [9%]...
]

5. Gelen pencerede kirmizi ile gosterilen secenegi
isaretleyin ve next butonuna tiklayin.
¢ |nstall butonuna tiklayin ve kurulumu baslatin.
e Kurulumun bitmesini bekleyin (internet hiziniza
gore yaklasik 2 ila 4 dakika surebilir).
e Kurulum tamamlandiginda finish butonuna
tiklayin.



12 FortiClient VPN Setup
Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer, Click Next to
continue or Cancel to exit the Setup Wizard.
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es, I have read and accept the | License Agreement = Cancel
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6. Bilgisayariniza kurulmus olan FortiClient VPN
uygulamasini acin. Karsiniza gelen pencerede kirmizi
ile isaretlenen segenegi secin ve | Accept butonuna

tiklayin.

@ FortiClient - Zero Trust Fabric Agent

File View Help

Welcome to FortiClient VPN!

rsion of FortiClient VPN software

to the licensed version for advanc atures an

Supp«
B2 1 acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.

\ I accept ‘

7.Gelen pencerede “Configure VPN” secenegine
tiklayin.



@ FortiClient - Zero Trust Fabric Agent - X
File View Help

@ FortiClient VPN
4 & O 0 a

Upgrade to the full version to access additional features and receive technical support.

8. Sonrasinda ¢ikan pencerede resimde gosterilen
ayarlari yapin.

e |PSecVPN sekmesini secin

e Remote Gateway alanina “79.123.128.2” yazin.

e Username alanina kendi Karatekin e-posta adresinizi
yazin.

e Authentication method'un altindaki ok ile gosterilen
alana “Test654321” yazin.

e Altta bulunan Advanced Settings secenegine tiklayin
ve ekranda gosterilen Phase alani ayarlarini yapin.

e Ayarlari eksiksiz bir bicimde resimlerdeki gibi yapip
Save butonuna tiklayin.



I@ FortiClient - Zero Trust Fabric Agent — hed

File View Help

Upgrade to the full version to access additional features and receive technical support.

NQPN Connection

VPN ST oy | EOEEl Remote Gateway

Connection Name |kutuphane alan Ina
Description |kutuphane "79. 1 23 1 28 2"
Remote Gateway [79.123.128.2 ‘yazm.
d Remote Gateway .
Authentication Method | Pre-shared key I Ig || | a I ana
"Test654321"
Authentication (XAuth) (O Promptonlogin - @ Save login () Disable yaz m al ISINIZ
Username |hacialiatar@karatekin.edu.trl
Failover SSLVPN [INonel

Single Sign On Settings [ Enable Single Sign On (SSO) for VPN Tunnel

a _
B\dvanced Settings

Cancel Save

@J FortiClient - Zero Trust Fabric Agent L\\) — *

File View Help

@ FortiCli

Upgrade to the full version to access additional features and receive technical support.

= Advanced Settings
*B/PN Settings
IKE 1 @ Versionl () Version 2
Mode @ Main () Aggressive
Address Assignment @ Mode Config (O Manually Set () DHCP over IPsec

B’hase 1

e : Encryption Authentication
Ll AES128 - 1
Encryption
AES256 v
DH Group D 1 D 2
[J16 17
21

Key Life 86400 kec
Local 1D

Dead Peer Detection

[ NAT Traversal Alaninda 20
A | [ Enable Local LAN kaldirilip yerine
(3rase2 5 ve 14 secilmeli

Cancel Save




I@ FortiClient - Zero Trust Fabric Agent - x

File View Help

0 FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

Encryption Authentication
AES256 v SHAZ256 v
DH Group 1 []2 vE M4 (15
[J16 []17 []18 [J19 [Ja20
[J21

Key Life 6400
Local D

Dead Peer Detection
NAT Traversal

[ ] Enable Local LAN
= Phase 2
Encryption uthentication
e
Encryption fmtionionie

AES256 v SHA1 v

Key Life 43200 econds
5120 KBytes

Enable Replay Detection
U4 Enable Perfect Forward Secrecy (PFS)

DH Group

I
<

Cancel Save

9. username kismina Karatekin e-posta adresinizi ve
password kismina sifrenizi yazarak Connect butonuna
tiklayin.

I@ FortiClient - Zero Trust Fabric Agent - *

File View Help

Upgrade to the full version to access additional features and receive technical support.

VPN Name | kutuphane

Username | hacialiatar@karatekin edu tr

\ Kurum e-postanizin
Password R ®| m Parolasini yazin

comee: B




Karsiniza gelecek guvenlik uyarisi bildirimine evet
butonuna tiklayiniz.

"WVPN Connected" yazisini goruyorsaniz basariyla
baglanmissiniz demektir.

@ FortiClient - Zere Trust Fabric Agent - X

File View Help

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

VPN Name kutuphane
IPAddress 172.20.1.1
Username hacialiatar@karatekin.edutr
Duration 00:00:29
Bytes Received 104.83 KB
Bytes Sent 10279 KB

Sorunsuz bir baglanti gerceklestirildigi takdirde karsiniza
bu ekran gelecektir.

Baglanti sonrasinda bilgisayariniz kurum agi icerisindeymis
gibi veri tabanlarina

https://konurehberi.karatekin.edu.tr/subjects/databases.p
hp adresi Uzerinden erisim saglayabilirsiniz.

Onemli Not: Oturumunuz sona erdiginde VPN baglantinizi
Disconnect butonuna tiklayarak kopariniz. Gerek
guvenliginiz gerekse kurum sunucularina yuk olmamasi
icin bu adima 0zen gosteriniz.
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